PEKOMEHIALINN
0 Mepax I10 MOBbIIEHHIO 3aLUIIIEHHOCTH HH(OPMallMOHHOH MH(PPaCTPYKTYpPhI
oDOpasoBarenbHEBIX yupeXxxaeHuil Poccuiickoit Deaepaliiu

Anamus cBegeHuil 06 yrposax 6esomacHocTH UHQOpMaUH, TIPOBOJUMEIA
B YC/IOBUSIX CKAaApiBaroileiica oO0CTaHOBKHM, YKa3blBaeT Ha YBEJHWYEHHE YMC/IA
KOMITbIOTEPHBIX aTaK W CB3aHHBIX C HUIMH yTeuekK NepPCOHaNbHBIX JaHHBIX,

ITpofo/KarT QUKCUPOBaThCA (PakThl HO/IBIIOTO KOMUYECTBA (PULUMHTOBLIX ITHCEM,
MONBITOK BHEeZpPeHHA BHUPYCOB-IIMGPOBaNbIIUKOE uepe3 IIOYTOBLIE BACKEHHA, a TaKXKe
PacChIIOK 3aBeflOMO JIOXKHBIX cooblijeHmit 06 akTax Teppopu3Ma.

B uensax mpefgoTBpallleHHsl peanu3aljdu yrpo3 OesonacHoctd WHGOPMalLMOHHOH
HUHOPACTPYKTYphl 00pazoBarenbHBIX yupexxkzeHuit Poccuiickodt depepallun Heobxoqumo
TIPUHATH AOTIO/HUTENbHbIe Mephbl 3alUTEl MHQOpMaLUU:

1. ObecneunTs IpUMEHEHHE CPEJCTB AHTHBHPYCHON 3all[MTBI M aHTHCIIAMa,
a TaKKe CBOeBpeMeHHOe 0OHOBNeHHe Ux Ba3 JaHHBIX.

2. HactpouTts B cpeacTBax 8HTHUBUPYCHOU 3aLMATRI, aHTUCnama
(NpH HAMMUYKHK) IPOBEPKY BCEX MOCTYIAIOLMX Ha /1EKTPOHHYIO [IOUTY B/IOXKEHHH.
3. IIpoundopmuposarb T10/1b30BaTe/eH UHGOPMaLUOHHOH CUCTEMBI

o HeoGxogUMocTH He3omacHol paboThl C 3/16KTPOHHOI [TOYTOM, a MUMEHHO!

- BHIMAaTeJ/IbHO [IPOBePATh aJpec OTIIPaBUTeIs, JaKe B CIydyae COBITAZEHHSA HMEHH
C y’Ke U3BeCTHBIM KOHTaKTOM;

- HE OTKPBIBATh ITMCLMA OT HEM3BECTHLIX aJpecarosB,;

- IPOBEPATh MMHCbMA, B KOTOPBIX COAEPKaTCs MPHU3LIBLI K AeHCTBUAM (Hampumep,
«OTKpOii», «IIpOYUTall», «O03HAKOMBLCA»), a TAKXKe C TeMaMd Inpo ¢uHaHChl, OaHKH,
recTIONIUTUYECKYIO 00CTaHOBKY W/IH YIDO3bI;

- He TepexoiWTh N0 CChIZIKaM, KOTOpbIe COAEpPXKaTcsi B 2/1EKTPOHHBIX IMChMaXx,
0COOEHHO eC/IM OHM AJ/IMHHbIE WIH HaobopOT, UCNO/L3YIOT CEePBUCHI COKPAIEHHUs CChUIOK
(bit.ly, tinyurl.com u T. A.};

- He Ha)KMMaThb Ha CCbIJIKM U3 NMCHMa, eC/l OHH 3aMeHeHbl Ha CJI0Ba;

- [IPOBEPATh CCHUIKHM, Ja)Ke €C/AH IHUCbMO [I0/y4eHO OT JAPYIroro MoJib30Baresns
HH(POPMALMOHHOH CHCTeMBI;

- HE OTKPBIBaTb BJIO)KEHWs, O0CODeHHO eC/d B HUX COAEPXKaTcs AOKYMEHTBI
€ MaKpoCaMH, apXuBhl ¢ Mapo/saMy, a Tawke daiinel ¢ pacumpenusamd RTF, LNK, CHM,
VHD;
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-He T[epeXoAuTb TI0 CCbUIKAM M He CKauuBaTk Gaiasl, cofepiKalyuecs
BO BXOJAIIMX ITOYTOBBIX COOOIIEHUsIX, eC/AM CpeACTBAMM AHTHBHPYCHOM 3alLHThbI
B YKA3aHHBIX BJIOKEHUSIX 0OHapy>KeHO BpeJJOHOCHOe NporpaMMHoe obecreueHue;

- BHUMATe/IbHO OTHOCHUTLCA K THCbMaM Ha HWHOCTPaHHOM si3blKe, ¢ 6o/blIMM
KO/TMYEeCTBOM TMojtydareneii u opdorpadrueckuMu olIUOKaMH,;

- B (JIy4ae TMOosAB/JeHUs COMHEeHMH, Halpas/ATh MOJIyYeHHOe [MUCbMO KaK B/IOXKeHHe
aIMUHHCTpaTOpy MHGOPMAaLIHOHHOH CHCTEMEI,

4. AKTUBHPOBaTh (MO0 BO3MOYKHOCTM) MEXAHHU3MBI NPOBEpPKH 3JIEKTPOHHOW IIOUTHI,
NPOBEPKH TOJIMHHOCTH JAOMEHa-0TIpasuTe/d (HanpyMep, MCI0/AL30BaTh TEXHOIOTHH
DKIM, DMARC, SPF), a TakKe HaCTPOWTb TIPOBEDKY BXOJSILMUX [THCEM
C MCMO/Tb30BaHUEM ITHX TEXHOJ/IOTHH.

5. 3a0/10KMpORATH (npu BO3MOKHOCTH) Mo/Iy4YeH e MOJIL30BaTe/is
UH(OPMALMOHHOM CHCTEMBI B /1eKTPOHHBIX NHCLMAX BAOKEeHHH ¢ pacupenusmy ADE,
ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL, DLL, DMG,
EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX,
MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB, SYS, VB, VBE, VBS,
VHD, VXD, WSC, WSF, WSH.

6. 3ab/10KMpoOBaTh AOCTABKY ITMCEM OT 3apy0eKHBIX JJOMeHOB-OTIIPABUTE/IEH,

7. Obecnieunth  pery/sipHoe  oOHOB/AEHMe  WCITO/B3YEMOIC  NPOTrPaMMHOIO
obecrieueHus, B TOM UHC/Ie Ha CETEeBbIX YCTPOHCTBaX (MapLIpyTH3aTopax, KOMMYTaTopax).

8. Obecnieuntb KCIIO/IBb30BaHHe YCTOHUMBBIX AJIMHHBIX naponei

a/IMMHUCTPAaTHBHBIX YUeTHBIX 3allkcei.

[Tpy MOCTYTI/IEHHH Ha afjpec 3/71eKTPOHHOH MOYTH! 3aBEOMO JIOKHOTO COODIIeHUs
06 axTe TeppopH3Ma HeoOXOAMMO IMPHHATH CIeAYIOLIHE MEPBL:

1. [Moctynusiee coodlieHHe 00 akTe TeppOPU3Ma He YAAMATE.

2. OCyllleCTBHTbL  KONMpOBaHWe TekcTa coofljeHHAa 00 akre TeppopH3Ma

B BH/le CHUMKOB 3KpaHa yCTpoiicTea (CKpHHILOTOB M60 doTonsobpakerui, MOMyYeHHBIX |

rocpeacTeoM LHU$poBoi doTodukcanyn).

2.1. Ha ckpuHuiorax (¢poron3obpaxeHusx) Jo/DKHa oToOpakaTbcs C/ieqyrouiast
uHgopmMaLus 06 obbekre:

- Ha3BaHWe TeMbl NHcbMa (B TOM 4HC/Ie €C/IM TUCbMO He HMeeT Ha3BaHMA:
«<Be3 TeMBI>»);

- afpec  3MeKTPOHHOW IOYTHI  OTIpaBUTe/Ns IHCbMa,  3a(MKCHPOBAHHBIH

B rpade, 0603HauUeHHOMN peKBU3MTOM «OT:»;
- laTa ¥ BpeMs OTTIpaB/eHMst [IUCEMa;
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- TeKCT nucbMa (BKIKOUAsA MOAMKMCH K HeMy, Haripumep: «C yBaxeHuem, MBaH
WBaHOB» ), KOTOPBIH MOXET COJlep>KaThCsl HeMoCPENCTBeHHO B IMCEME H/W/IK BO BJIOXKeHUH
K HeMy B Bile IIPUKper/IeHHOro daiia.

2.2. 3apuUKCUpOBaTh Ha CKPHHILOTe/GOTOM300pPa)KEHNM HalHuve B HChbME
BJIO>KEHHA, a TaKXKe DK OTKPLITHM ero 3adUKCHpPOBaTh aHAJIOTHMYHBIM CIIOCOBOM TEKCT,
KOTOPBIH OHO COJEPXKMT.

3. McxmounTs  KOMMpOBaHWe Tekcra coobmends o6 akre Teppopusma
(ckpuHLIOTHY/PoTON306pAKEHHS) HEeHa/|/1eKallero KauecTBa, 00yC/IOB/IEHHOTO
HeOpeXKHbIM KonypoBaHueM, GoTorpahupoBaHHeM TEKCTOB,

4. TIpy HEBO3MOXHOCTH (HKcanyM coobmeHHi o akTe TeppopusMa B BHJE
CKPHHILIOTOB/(QOTON300pa)KeHNI OCYILeCTBHTh MX (UKCALMIO TOCPEACTBOM (QYHKLMiA
KOTIMPOBaHUs M BCTaBKM B AOKyMeHT Word (C coxpaHeHHeM yKa3aHHOM HHGbOpMauy
06 oOnekre).

5. O nocTynuBiIeM Co0BiIeHHH 06 aKkTe TeppopH3Ma He3aMeIUTe/IbHO COOOIIUTE
IO eAHHOMY HOMEpY BBI30BA 3KCTPEHHBIX ONEePaTHBHBIX CIYX0 «112» nubo B GyrpKaimi
opraH BHYTPeHHUX JeJl.

MB/I Poccuu

”en NXNHa Mognucaxo undposon

noanucbio: JlennxmHa

HaTtanbsa HaTanbsa leHHagbeBHa
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